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Algorithm 1: Malware detection algorithm

Input : Application = {A;, Ay, ..., A, }

Output  : {malicious, benign}
1 Initialization:
2 B={SN;,SNy,...,SN,,.} & Serial number blacklist
3 SNy, > Serial number of Application k
4 API,, > API of Application k
5 MAPI = {MAPI,, MAPI,,.... MAPI,} © Malicious API dictionary

¢ for 2+ 1 ton do

7 if SN, € B AND API,, € MAPI then

8 l A; « malicious;

9 else

10 if API, ¢ MAPI then A; < benign;

11 else if 3 system commands in A; AND 3 forged files in A;
then

12 ’ A; < malicious;

13 end

14 else if 3 Code to conceal recerved SMS notification in A; then

15 I A; < malicious;

16 end

17 else if 3 Behavior pattern of smishing in A; then

18 ’ A; + malicious

19 end

20 else if Likelihood ratio of requested critical permission > T},
AND

21 Likelihood ratio of API-related critical permission > T, AND

22 Calibrator to reduce false positives then

23 | A; + malicious;

24 end

25 else

26 \ A; + benign;

27 end

28 end

29 end
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Actual Class

Catego
gony Malware Benign
Malware 9,865 535
Estimated Class :
Benign 125 108,658

v" Accuracy: 99.45%
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Behavior factor Contents Similarity metric Update
Malicious API Information retrieving-related APl Needleman-Wunsch algorithm [0, 1] X
sequence (System info., Personal info.),
Transmission-related API
(Data network, SMS, Call),
Dynamic loading-related API
Usage of system Privilege escalation commanads, Jaccard coefficient [0, 1] [0}
commands for File/Directory ownership commands,
leveraging Execution commands,
forged files Process commands
Usage of critical Requested critical permissions, Levenshtein distance 4]

permission

API-related critical permissions
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Family Classification Result
False Positives  False Negatives
Malware (9,990) AdWo (2,807) 556 253
Boxer (2,138) 190 43
Dowgin (936) 246 150
AirPush (495) 343 114
Gappusin (487) 102 259
SMStado (288) 37 6
Counterclank (276) 84 196
Wapsx (273) 88 103
OpFake (240) 56 115
SMSAgent (202) 26 3
Kuguo (192) 92 85
Ropin (192) 103 120
SmsPay (183) 26 56
Youmi (173) 64 73
Kmin (119) 11 0
DroidKungFu (112) 21 27
Mseg (103) 41 18
SmsReg (103) 16 18




FakeBattScar (99) 3 4

GingerMaster (94) 10 71
FakeNotify (86) 32 1
PremiumSMS (63) 4 33
JiFake (53) 12 19
Bogx 11 34
DroidDream (51) 24 41
Plankton (49) 8 38
DroidRooter (46) 25 15
SMSSend (46) 24 15
Agent (20) 2 13
Utchi (12) 5 0
Benign (109,193) 125 535
Average 77 79

v" Accuracy: 58.11%
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v" Intel(R) Xeon(R) X5660 processor
v 8 GB RAM

v' 64-bit Microsoft Windows 7 Enterprise operating system

ol SEOM d Tl Al 24 H== 72 Z/MB 2 SFEJSHLCE 24 Al THEZ

L- o —
oA ERSt YEE FEot=0 2%, g off B S 22| 2RO 20T AZF2
A
il I

rlo

2

MEH 320 =I5t RAX0| ofd ¥el BA| === 9945%2 &0 = LiEttS LT 20

HIsH B Xleh otd el WEelE =&Fet 210 et ==& 58.11%ASLCL =2 CHE

— — -



mjz|et £ 7t @XI7LHe.g. GingerMaster 2| ginger-break exploit code) £& % QI 2+
W7t S AR (eg. Counterclank) T L2|Q| & Hetz 7t 4ol Wot&L CH

6 EVALUATION STANDARD

6.1 AEZO|E /d N BX| Zutof| KHE et
Actual Class
Category )
Malware Benign
. Malware True Positive False Positive
Estimated Class : ) )
Benign False Negative True Negative

True Positive = M| Malware(True)s Malware(True)2 =St A 0|3t Aghg o|0|stH,
False Positive = 2| Bengin(False)a Malware(True)Z 0| &3t A&S o|0|EtL|Ct.
False Negative = =X Malware(True)= Bengin(False)Z 0|5t Aghs o|0|5IH,
True Negative = M| Benign(False)S Benign(False)Z 0|5t Aghg o|O|gtL|Ct.

BA 279l 2ot ZS M, M 21 T o At ofd dE 2| Aot HlEgs SEELIL

True Positive + True Negative
True Positive + False Positive + False Negative + True Negative

Accuracy =

6.2 AEZO|E obd W U Z/ 2o U}E F=H

Category Number of APPs Estimated Result
in each family  Correct Wrong

Actual Class Family 1 T, A B,

Family 2 T, A, B>

Famlly N TN AN BN




2L 9| et 22 M, TA 210 & g ¥l &X LS =9 At HES

A
=1

A%
ox
ot
In
=]

A1+A2++AN
T1+T2++TN

Accuracy =

7 REFERENCE

= tutorial A A7HElE DR &

PO USLICH ofd et 2 =

=AM A IOSGHA|Z| HEEILICEH &=
(0]

Tutorial H'70|A] 2QISHE &= LS L|CH

Of

rir

B Jae-wook Jang, Hyunjae Kang, Jiyoung Woo, Aziz Mohaisen, and Huy Kang Kim,
"Andro-AutoPsy: Anti-malware system based on similarity matching of malware
and malware creator-centric information,” Digital Investigation, vol. 14, pp. 17-35,

2015.

m = HOoJH 24 HMBIX|OM HSSt= CIOIHAZ 7|gte 2 =F2 HdY 42, 3



