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• Jae-wook Jang, Jaesung Yun, Aziz Mohaisen, Jiyoung Woo, and Huy Kang Kim, "Detecting and classifying method based on similarity 

matching of Android malware behavior with profile," SpringerPlus (2016) 5:273. Available: https://doi.org/10.1186/s40064-016-1861-x 
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□

• Byung Il Kwak, Jiyoung Woo and Huy Kang Kim, "Know Your Master: Driver Profiling-based Anti-theft Method", PST (Privacy, Security and 
Trust) 2016
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2018-07-26 

31th Master Course Sungkyun Jung 
 

Digital Forensic Research Center 
Center for Information Security Technologies 

Korea University 

2018-07-26 

� Content 

� Motivation 

� Experience of the competition 

� Machine Learning In Security 

� Q & A 
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� Machine Learning    

� AlphaGo vs. Lee Sedol 

• Google DeepMind     

•  ,     

• AlphaGo   

�        

�    

• PE Malware Detection 

� 2017  R&D    

• (PE File Format)    

 

 

Motivation 

2018-07-26 

� ML  PE Malware    (2010 ~ 2017)   

�        

�   

�   Dataset    

• Malware  Benign      

•    

� Non-practical approach 

• Benign  Malware    ,       

•  Decompressor  Model   

�  Feature  

�  Paper   Appeal    

• High Accuracy = Best Model ? 

Experience of the competition 
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�  Feature  

� Issue 

•  Feature  

◦  Feature   ,   (Noise)      

◦   Feature      

� Challenges 

• Curse of dimensionality 

◦ Feature        

◦           

 ->     

 

 

 

Experience of the competition 
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�  Feature  

� Solution 

• Multiple feature sets 

◦  Feature     set     

◦ Curse of dimensionality 

◦    feature set,       

◦  Feature    

◦ Feature set       

◦  Feature set       

 

 

 

 

 

 

Experience of the competition 
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� Phase 1 - Clustering 

 

Experience of the competition 

� Clustering 

� Train : Dataset   PE    

 Grouping , Centroid   

� Test :  Centroid     Group   

�        (Phase 2   ) 
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� Phase 2 – Train multiple feature sets in each group 

Experience of the competition 

� Train multiple feature sets in each group 

� Group    Feature set    

• Group   Feature set     

• , Input PE File  (Packing, Obfuscation, Action, etc..)    Feature set   

 

�  Feature set    (   ),   

 Feature set   

•    Feature     
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� Phase 3 – Boosting classification in each feature set 

Experience of the competition 

� Boosting classification in each feature set 
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� Phase 4 – Final result according to importance of feature set 

Experience of the competition 

� Final result according to importance of feature set 

� Train  Feature set  Boosting classification   

  Group  Partial result    

�     Partial result(True or False)   Final 

result   
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Machine Learning In Security 

�

�

�

�

�

�

2018-07-26 

 

 
 

Thank you for listening 
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