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1 | CWE-77 | improper of Special Elements used in a Command ('C Injection’)
CWE-78 | improper of Special Elements used in an OS Command ('OS Command Injection’)

CWE-119 | improper Restriction of Operations within the Bounds of a Memory Buffer
CWE-120 | Buffer Copy without Checking Size of Input (‘Classic Buffer Overflow’)
CWE-121 | stack Based Buffer Overflow

CWE-122 | Heap-based Buffer Overflow
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CWE-123 | write-What-Where condition

CWE-124 | uffer Underwrite (‘Buffer Underflow’)
CWE-125 | Out-of-bounds Read

10 | CWE-126 | Buffer Over-read

11 | CWE-127 | Buffer Under-read

12 | CWE-128 | wrap-around Error
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13 | CWE-129 | improper Validation of Aray Index

14 | CWE-130 |improper Handling of Length Parameter Inconsistency
15 | CWE-131 | incorrect Calculation of Buffer Size

16 | CWE-134 | yse of Extemally-Controlled Format String

17 | CWE-135 | incorrect Calculation of Multi-Byte String Length

18 | CWE-158 | improper Neutralization of Null Byte or NUL Character
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Hlo|E{ A1 43
o KU-Driving Dataset
o FY Al XjZof| OBD-II A7{L{E HASI T HIO|HE =&
e Features : 517f (KI2EE, AE|0E & 2, EADREF OMRY 2 £ == JI53t MA| feature)
- X}ZF : KIA Soul (S1), Hyundai Sonata (S2)

o
- ZSHAA CL:BHE =3 A] OF 17km (M| 720km)
- ZSHAA C2:BHH =34 A OF 5.5km (MK 220km)
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T R wm

FYRZH (ZHER)-FHIAX C2

[RIHCRL

XS = dlolg 2
Hlo|E{4l 748
o KU-Driving Dataset

*  Byung Il Kwak, Jiyoung Woo and Huy Kang Kim, "Know Your Master: Driver Profiling-based Anti-theft Method", PST (Privacy, Security and
Trust) 2016
o oMd: 2% 9F (A-D), XF S1, FHIAA CL (BH 720 km T 2FXHE H[E2 =F S fI0 610 km2| H[O[E{4 ALE)
© =ME Ho|EMe 2 Mol 24= sk 7t =gt E HolEME MS
21t Z1HE MEsHor =
o 24 27X} 10 (A)), AHE S2 (I CHE X4, FYIAX CL CIMT 22 E2) +
« =48 Ho|HAel 2 HolH =4S 2l EXI7F =& HoIHME S
B2

MEA SERX7F 8le ME8 HolEAe A8

FYIA C2 (MTOHE BN E2)

[=]
21 HEA EXIZE Gle MEE HoIHM A8 Z1HE HEsloF &

Cj| O E{ A1
KU-Driving

Dataset
o oM B 1st A-109%) 460 km S1 (@] 3
= oM = 1st-test A-109%) 150 km S1 C1 1
1K 24 2nd A-J(10%) 460 km S2 c1 3
e 1% MZE 2nd-test A-J(10%) 170 km S2 (@] 1
== 2%t 24 3rd A-J(109) 165 km S2 C2 3
2%} M= 3rd-test A-J(109) 55 km S2 2 1
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31th Master Course SU ngkyun Jung

Digital Forensic Research Center
Center for Information Security Technologies
Korea University

KOREA o .
288 Digital Forensic Research Center
Center for Information Security T%
2 in Korea Universi
Digital Forensic Research Center, CIST, Korea Univ.

2x}

=  Content

= Motivation
= Experience of the competition
= Machine Learning In Security

= Q&A

2018-07-26 Digital Forensic Research Center, CIST, Korea Univ.




= Machine Learning0]| Clj$t S 7| A

AlphaGo vs. Lee Sedol
* Google DeepMind 72t X}-= 2| HI=0f Cist OIS =
o QIZHO| HAX =, A|ESHEX | ZoH MER2 2

* AlphaGoQ| mj{Hj

- 23|}l B 7| XS Z2HE 43 o|%|

2018-07-26

2018-07-26

Ql=ot OO0 Me S8
¢ PE Malware Detection
2017 QEE§ R&D E-||O| E-| ’gﬂl_lﬂ 7H_7.S|

e OFM 3 C (PE File Format) EHX| E2i (Y

-1 a9

Digital Forensic Research Center, CIST, Korea Univ.

Experience of the competition

Malware EtX| 281 =5 (2010 ~ 2017) C} &=

5t250 AFR 2| Dataset0] MK{2| HE
» Malware &! Benign2| 7ij4= X}0|7} O @ 2
« S=EHOIHE| T
Non-practical approach
* Benign 3 Malware2| &4 &l 7| &, B X| 22| 7| #0i| CHsH 1 2{SHX| §
o HCiA 9l DecompressorE Model | &t
K|St Q1 Feature AL
2 = PaperOf| 2| =&l Appeal 2 4= &2 BAX|&

* High Accuracy = Best Model ?

Digital Forensic Research Center, CIST, Korea Univ.




Experience of the competition

= H8tH Feature A2

=
= |ssue
o LC}2St Feature ==
o 57 Feature0f| Bt 2| =T Z 2, ST A7 A Al (Noise) QI & 2H0f| L3 4= Q=
o Z[C{ot B2 FeatureE FEI0 =N 24 A

= Challenges

e Curse of dimensionality

o FeatureQ| Jj&2 S2ICH= 42 X} Z7+2 9|0
o OIO[H S| Xtpl0| Soted+5 22 =0 East ¥E tolHe| 77t 7|5t
Jt>gaXelss 7|0 oS

2018-07-26 Digital Forensic Research Center, CIST, Korea Univ.

Experience of the competition

= H2H Feature A2

= Solution

e Multiple feature sets

x
A
o
s
M
_C')_I»
_l_
mn
E
w
E-Dr
|0
I
-
>
_(')_}.
2

o M2 Features3 dF

Integrated
Feature
Set

Based
Feature
Set

Content
Structural Based

Feature Set Feature Set

2018-07-26 Digital Forensic Research Center, CIST, Korea Univ.
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Experience of the competition

PE File

Clustering

/ = Clustering

*  Train: DatasetOf| A - At$H PE It

=
HFO 2 Grouping 5} 0], Centroid 4} S &

= Test: O] 2 Centroid 2t = 7} % 7177} Groupd} Of &

* OSMEstE s X FE s (Phase 20 M £ 23)

2018-07-26 Digital Forensic Research Center, CIST, Korea Univ.

] = = Train multiple feature sets in each group

= Group 2tZt0| M O| &l FeaturesetE S MO ZE a5

*  Group OC} Z} Feature set0f| £ O{5t= 7tE K| 7t E2td

*  Z, Input PE FileQ| £ %! (Packing, Obfuscation, Action, etc..)0]| [[}2} Featureset®| SR T E H

7t
X Feature set0] 20| 912 ZO(YSET} 22 H2), J5X|7F LOIxIH T
Feature setO| A CH-&

« 71E ATOI M| HEH Ol Feature AL O.Z 218t 2RI S H et

)

E
-
=
=

2018-07-26 Digital Forensic Research Center, CIST, Korea Univ.




Experience of the competition

Phase 3 — Boosting classification in each feature set

B
Casscation

’

I

'

1

'

1

! A A A
i

k
] = Boosting classification in each feature set
Sample 1 . A"l‘;’u"m - Classifier 1 - b‘;ﬂ
< Sample2 -v ALI?;.‘-;:?" ----- Classifier 2 b‘:ﬂ‘:
A,’;a;‘-';:f“ Classifier 3 "U"";E‘;
Decision
Making

2018-07-26

Sample 3

i~ Sampla N

Learning
Algorithm

+ Classifier N
HEA A

29% oy

B
Center, CIST, Korea Univ.
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Digital Forensic Resear

Phase 4 - Final result according to importance of feature set

m

Integrate Results

o

M

Final result according to importance of feature set
Train EF2| Of| M Feature setQ| Boosting classification®| M=t £ 7|
= X

= 2o

#|H3} &
=g

Z H| W50 Group & Partial result2| 7+& X|
| 7}= K| & 2t Partial result(True or False)Of| Bt H SO Final

resultE

Digital Forensic Research Center, CIST, Korea Univ.
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Machine Learning In Security

= 71 25t 7t o232 A
E ------------------------------------------------- E _ o}—:'I—EI %%ﬂol-_l_ Feature set-ﬂ} classifier% A}%é—l_c_l EI‘E do_-‘}% E1IOI
: : E{7} X 745 ACHH, 23 £2 Model2 Hdolid + 813

Data - Ex) 2 El Labeling, TgFEl Dataset, T3t Dataset

: Preparation { | - Training SetZ O{A| FAIBH=L}o| w2} Modelo] Wa40| T2t
- Modeling® st Afzte] 20| o|af ZHEOF HHE X)
- Adware, Riskware, PUP/PUA = Malware or Benign?

= HOF 209 ML2 E} £0f0]| H|8f Noise H|0|E{(Obfuscation, Packing,

Encryption, Etc...)E C}2H| € 50| I 52
Feature i - Benign2 7|2 H3E 9|8 HEE 24
Extraction - Malware: B%| 3|5 2[sf ¥2E 24

I : t& 9! B CjAH2 Binary fileO| OFLl, Binary file2 ljA1%t Za}
Feature : - HOoF BXO| Binary file A 7|£0| 7|8t E|o{o} &

Selection : - 24 7|0 ciet S oot YU S Wt He

: CHE Binary fileof| CHs| Ao|st siiA ZAa7t 2Hea

-

Jot
o>

= 2| &8 7158 ML Library (Scikit-learn, tensorflow, keras, etc...)
Traini - M2 £=9| CodeZR k& Training & Evaluation 7}
a Ing. : - BEH9QI CtY¥sl Classifier |3
& Evaluation { |+ Evaluation of Cygt ngl e
: - Training0| & E|Q=X| o{EA| Felslof st=71?

2018-07-26 Digital Forensic Research Center, CIST, Korea Univ.

Thank you for listening

2018-07-26 Digital Forensic Research Center, CIST, Korea Univ.
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